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User Manual

COPYRIGHIT2015 Hangzhou Hikvision Digital Technology Co., Ltd.

ALL RIGHTS RESERVED.

Any and all information, including, among others, wordings, pictures, graphfare t
properties of Hangzhou Hikvision Digitdlechnology Co., Ltdbr its subsidiaries
(hereinafter referred to bet | A | @.AHisAugeyndanual (hereinafter referred to be

¢the Manua€) cannotbe reproduced, changed, translated, astibuted, partially o

wholly, by any means, without the prior written permission of Hikvisionless

otherwise stipulated, Hikvision does not make awgarranties, guarantees or
representationsexpress or implied, regarding to the Manual

About this Manual

This Manual is apigable toNetwork Mini PTZ Camera

The Manual includs instructions for using and managing the produBictures,

charts, images and all other informatiorhereinafter are for description and
explanationonly. The information contained in the Manual is gabt to change,

without notice, due to firmware updates or other reasons. Please find the latest
version in the company websitétfp://overseas.hikvision.com/enl

Pease use this user manual under thadance of professionals.

Trademarls Acknowledgement

HIKVISION and other Hikvisio® trademarks and logos are properies of

Hikvisionin various jurisdictionsOther trademarks and logos mentioned below are

the properties of their respectivewners

Legal Disclianer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, 8% BDVIDED
WITH ALL FAULTS AND ERRORSIIKNLSION MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITAMERCHANTABIL/BATISFACTORY
QUALITYFITNESS FOR A PARTICULAR PURMNDSEJONNFRINGEMENT OF

THIRD PARTN NO EVENT WILL HIKVISION, ITS DIRECTORS, OFFICERS, EMPLOYEES,
OR AGENTS BE LIABLE TO YOU FGIRRAGPRICONSEQUENTIAL, INCIDENTAL, OR
INDIRECTDAMAGES INCLUDIS, AMONG OTHERBAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, OR IS QR
DOCUMENTATIOMNY CONNECTION WITH THEEOF THIS PRODUENEN IF
HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
REGARDING TBIE PRODUGWITH INTERNET ACCESS, THE USE OF PRODUCT SHALL
BE WHOLLY AT YOUR OQM&K. HIKVISION SHALL NOT TAKE ANY RESPONSIBILITES
FOR ABNORMAL OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING
FROM CYBER ATTACK, HACKER AVIRICRINSPECTION, GR'HER INTERNET
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SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY TECHNICAL SUPPOR
IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISIRCEAHE CHECK ALL RELEVANT LAWS IN

YOUR JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT
YOUR USE CBORMS THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN
THE EVENT THAT THIS PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANHEARRNOABLE

LAW, THE LATER PREVAILS

B © Hikvision
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Regulatory Information

FCC Informatin

FCC complianc&his equipment has been tested and found to comply with the limits
for a digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications.
Operation of thissquipment in a residential area is likely to cause harmful

interference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may
cause undesired operation.

EU Conformity Statement

This product and if applicable- the sipplied accessories too are
c E marked with "CE" and comply therefore with the applicable
harmonized European standards listed under the EMC Directive
2004/108/ECthe RoHS Directive 201165EU

201219 EU(WEEE directive): Products marked with this symbol
cannot be disposed of as unsorted municipal waste in the European
Union. For proper recycling, return this product to your local supplier
upon the purchase of equivalent new equipment, or dispose of it at
designated collection points. For more informatiaeswww.recyclethis.info

200666/EC (battery directive): This product contains a battery that
cannot be disposed of as unsorted municipal waste in the European
Union. See the product documentation for specifattery information.
The battery is marked with this symbol, which may include lettering to
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the
battery to your supplier or to a designated collection point. For more infoionatee:
www.recyclethis.info.
Industry Canada ICH®3 Compliance
This device meets the CAN 1€EE8)/NMB-3(A) standards requirements

B © Hikvision
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Safety Instruction

These instructions are intended to ensure that the user can use the product correctly
to avoid damer or property loss.

¢KS LINBOIdziA2y YSIF&dzZNBE A& RAGARSR Ayi?2
Warnings Serious injury or death may be caused if any of these warnings are

neglected.

Cautions Injury or equipment damage may be caused if any of these cautions are
neglected.

A A\

Warnings Follow these safeguards {1 Cautions Follow these precautions t
prevent serious injury o prevent potental injury or
death. material damage.

AWarnings:

Please adopt the power adapter which can meet the safety extra low voltage
(ELVetandard The power consumption cannot be less than the required value.
Do not connect several devices to one power adapter as an adapter overload may
cause oveheating and can be a fire hazard.

When the product is installed on a wall or ceiling, thevice should be firmly
fixed.

To reduce the risk of fire or electrical shock, do not expthee indoor used
product to rain or moisture.

This installation should be made by a qualified service person and should
conform to allthe local codes.

Please ingtll blackouts equipment into the power supply circuit for convenient
supply interruption.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble fireduct yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or
maintenance.)

A Cautions:

Make sure the power supply voltage is correct before usingotioduct
Bl © Hikvision
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Do not drop theproductor subject it to physical shocko notinstallthe product

on vibratory surface or places.

Do not expose it thighelectromagnetiaadiating environment

Do not aim the lens at the strong light such as sun or incandescent lamp. The
strong light can cause fatal damage to fhreduct

The sensor may be burned out by adlabeam, so when any laser equipment is
being used, make sure that the surface of the sensor not be exposed to the laser
beam.

For working temperature, please refer to the specificatmanualfor details

To avoid heat accumulation, good ventilation isjuged for a proper operating
environment.

While shipping, th@roductshould be packed in its original packing

Please use the provided glove when open up gheduct cover Do not touchthe
product coverwith fingersdirectly, because the acidic sweat tife fingers may
erode the surface coating of theoductcover.

Please use a soft and dry cloth when clean inside and outside surfaces of the
productcover Donot use alkaline detergents.

Improper use or replacement of the battery may result in hazare»gflosion.
Please use the manufacturer recommended battery type.

B © Hikvision
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Chapter 10verview

1.1 System Requirement

System requirement of web browser accessing is as follows:

Operating SystemMicrosoft Windows XP SP1 and above version / Vista / Win7 /
Server 2003 / Server 2008 32bit

CPUintel Pentium IV 3.0 GHx higher

RAM:1G or higher

Display:1024x768 resolution or higher

Web Browserinternet Explorei.0 and above versioPApple Safas.02 and above
version Mozilla Firefo) and above versioand Google Chrom# and above
versions

1.2 Functions

« i

' The fundions vary dependig on the models dPTZ camera

Limit Stops
The PTZ cameraan be programmed to move within the limit stops (left/right,
up/down).
. Preset Freeng
This feature freezes the scene on the monwdren the PTZ camerg moving to a
preset Ths allows for smooth transition from one preset scene to anatliealso
guarantees that masked area will not be revealdien thePTZ camerg moving to
a preset
, Presets
A preset is a predefined image positiotWhenthe preset is called, th&TZ camera
will automatically move to the defined positiomhe presets can be added, modified,
deleted and called.
. Label Display
The onscreen label of the preset title, azimuth/elevation, zootme and PTZ
cameranamecan bedisplayed on the monitoiThe display®f time andPTZ camera
name can be pgrammed.

Privacy Mask
This function allows you to block or mask certain area of a sdenpreventingthe
personal privacy from recording or live viewifg.masked area will move with pan
and tilt functions and autmatically adjust in size as the lens zooms telephoto and
wide.

3D Positioning

B © Hikvision
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In the client software, se the left key of mouse to click on the desired position in the
video image and drag a rectangle area in the lower right direction, thercdhngera
will move the position to the center and allow the rectangle area to zoom in. Use the
left key of mouse to drag a rectangle area in the upper left direction to move the
position to the center and allowhe rectangle area to zoom out.

Proportional Pan/Tilt
Proportional pan/tilt automatically reduces or increases the pan and tilt speeds
accordingto the amount of zoom. At telephoto zoom settings, the pan and tilt
speeds will be slowehan at wide zoom settings. This keeps the image from moving
too fast on thelive view imagevhen there is adrge amount of zoom.

Auto Focus
The auto focus enables the camera to focus automatidallynaintain clear video
images.

Day/Night Auto Switch
ThePTZ camerdelivers color images during the day. And as light diminishesgtitni
the PTZ camerawitchesto night mode and deliver black and white images with high
quality.

SlowShutter
In slow shutter mode, e shutter speed will automatically slogown in low
illumination conditions to maintain clear video images by extending ékposure
time. The feature candenabledor disabled.

Backlight Compensation (BLC)
If you focus on an object against strong backlight, the object will be too dark to be
seen clearly. The BLC (Backlight Compensation) function can compensate light to the
object in the front to make it clear, but this causes the esgposure of the
backgroundwvhere the light is strong.

Wide Dynamic Range (WDR)
The wide dynamic range (WDR) function helps the camera provide clear images even
under back light circumstances.néh there are both very bright and very dark areas
simultaneously in the field of view, WDR balances the brightness level of the whole
image and provide clear images with details.

o

(o

This feature varies depending ®TZ camerenodels.
. White Balance (WB)
White balance can remove the unrealistic color ca$tthite balance is the white
rendition function of the camera to adjust theolor temperatureaccording to the
environment automatically.
. PowerOff Memory
ThePTZ cameraupports the powenff memorycapabiity with the predefined
resumetime. It allows thePTZ camer# resume its previous position after power is
restored.

TimeTask

5

A time task is a preconfigured action that can be performed automatically at a

B © Hikvision
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specific date and time. The programmable actionslude: preset 18, day, night,
reboot, PT adjustAlarm autput, etc.

Park Action
This feature allows th®TZ camerto start a predefined action automaticallyafter a
period of inactiviy.

Usea Management
The PTZ camerallowsyou to edit userswith different levels of permissignn the
admin login status Multiple users are allowed to access and control the same
network PTZ camergia network simultaneously.

3D Digital Noise Reduction
Comparing with the general 2D digital noise reduction, the 3D dligitese reduction
function processes the noise between two frames besides processing the noise in
one frame. The noise will be much less and the video will be clearer.

DualVCA
Combine thedetected moving objectdnto the video streamwhich can beused fa
the secondtime analysis on the baeknd device.

B © Hikvision
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Chapter 2Network Connection

|

[Nore]
You shall acknowledge that the use of the product with Internet access might be
under network security risks. For avoidance of any network attacks and
information leakage, please singthen your own protection. If the product does
not work properly, please contact with your dealer or the nearest service center.
To ensure the network security of the speed dome, we recommend you to have
the speed dome assessed and maintained termly. céwucontact us if you need
such service.

Before you start
If you wantto set the network PTZ cameraia a LAN (Local Area Network)
please refer tdSection2.1.
If you wantto set the networkPTZ cameraia a WAN (Wide Area Network)
please refer tdSection2.2.

2.1 Setting theNetwork PTZ Cameraver the LAN

Purpose:

To view and configure thBTZ cameraiaa LAN, you need to connect the network
PTZ camerén the same subnetvith your computetr andinstall the SADP oclient
software to search and change the IR network PTZ camera

i
INore]
For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The folbwing figures show the two ways of cable connectionaofietwork PTZ
cameraandacomputer.

Purpose

To test the networkPTZ camerayou can directly connect the networlRTZ
camerato the computer with a network cable as showrFigure 21.

Refer to theFigure 22 to set the networkPTZ cameraver the LAN/ia a switch
or a router

5
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Network Cable - I
\’}

Figure 21 Connecting Directly

o

_ |
Network Cable - Network CabIe-..'.'_'_'_-_-_-_-.-_._..,|

y <N
_>! 7 ’—» —

PTZ camera Switch or Router 7
P(\

Figure 22 Connecting via a Switch aRouter

2.1.2 Activating the Speed Dome

Pupose:

You are required to amtate the speed dome first before you can use the speed
dome.

Activation via Web Browser, Activation via SADP, and Activatiodligig software

are supportedIn the following sections, activation via web browser and SADP will be
taken as examples. Youam refer to the user manual of the speed dome for the
details of activation via client software.

E Activation via Web Browser

Seps:

1. Power on the speed dome, and connect the speed dome to the network.

2. Input the IP address into the address bar of the vebwser, and click Enter to
enter the activation interface.

L
1 The default IP address of the speed dome is 192.168.1.64.

- © Hikvision
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English

Activation

User Name admin

Password

Confirm

OK

Figure 23 Activation Interface(Web)

3. Qeate a password and input the password into the password field.
STRONGPASSWORIRECOMMENDEDWe highly recommend you

A create a strong passworof your own choosing (using a minimum of 8
characters, including upper case letters, lower case letters, numpers,
and special characters) in order to increase the security of your product
And we recommend you reset yqassword regularlygspeciallyin the
high security system, resetting the password monthly or weekly can
better protect your product.

4. Confirm the password.

5. ClickOKto activate the speed dome arghter the live view interface.

E Activation via SADP Software

SADP software is used for detecting the online device, activatinglévece and
resetting the password.

Get the SADP software from the supplied disk or the official website, and install the
SADP according to the prompEollow the stepgo activate the speed dome

Seps:

1. Run the SADSoftwareto search the online devices.

2. Check the device status from the device list, and seladbactive device.

B © Hikvision
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. Online Devices

@ Total number of anline devices: 3 (=] Save as Excel & Refresh WModify Network Parameters

D Device Type IPvd Address  Security  Port Software Version IPv4 Gateway HTTP Port [P 192.168.1.64
001  XX2000OOOKK-X 192.168.1.64  Active 8000  Vxxxxbuild ooy 192.168.1.1  NiA FEE 2000

002 XXOO000OKXX  192.168.1.64  Inactive 8000  Vxxxbuildxooox — 192.168.1.1 80 e 255.255.255.0
003 XX200000OKXX 192.168.1.64 Active 8000  Vxxxbuildxooo  192.168.1.1 80 IPv4 Gateway: 192.168.1.1

IPvG Address:

IPvG Gateway:

IPv6 Prefix Length: 0

HTTP Port: 80

Device Serial No..  X0CX00000C-XXXKNXHK

Enable DHCP

Password Save

Device Activation

New Password:  esessess
Strong

Confirm Password: ssssssss

OK

Figure 24 SADP Interface

3. Create a password and input the password in the password field, and confirm the
password
STRONGPASSWORIMRECOMMENDEDWe highly recommend yo
A create a strong passworof your own choosing (using a minimum of 8
characters, including upper case letters, lower case letters, numpers,
and special characters) in order to increase the securiypwf product
And we recommend you reset your password regulesiyeciallyin the
high security system, resetting the password monthly or weekly can
better protect your product.
4. ClickOKto save the password.
You can check whether the activation is cdeted on the popup windowlf
adivation failed, please make sure that the password meets the requirement
andthen try again.
5. Change the device IP address to the same subnet with your computer by either
modifying the IP address manually or checking theckhex of Enable DHCP.

- © Hikvision
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Modify Metwark Parameters

IP Address:
Port:

Subnet Mask:
IPvd Gateway:
IPvE Address:

IPvE Gateway:

IPvE Prefix Length:

HTTFP Port:

Device Serial No.:

Enable DHCF

Fassword

192.168.1.64

2000

255.255.255.0

192.168.1.1

0

30

JOK DGO )OO0

Save

Figure 25 Modify the IP Address

6. Input the passwordand click theSave button to activate your IP address

modification.

E Activation via Client Software

The client software is versatile video management software for multiple kinds of

devices.

Get the client software from the supplied disk or the official website, and install the

software according to the prompts. Follow the steps to activate the camera

Steps:

1. Run the client software and the control panel of the software pops up, as shown

in the figure below.

- © Hikvision
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2 ivms-4200 admin @ & @& 145208 @ - @ x

File System View Tool Help

—
H=  Control Panel

Operation and Control

E-map
ord files and modifying, deleting, and basic
~ ns of E-map.

Maintenance and Management

ing schedule and

m Event Management
| tion of alarm, abnormal

eters and linkage actions ofthe

ation
al parameters.

h, view and backup local and

remote logs.

Figure 26 Control Panel

2. Click theDevice Managementcon to enter the Device Management interface,
as shown in the figure below.

view Tool Help & jvms-4200 admin @ &8 B3 162504 & - o x
=R Control Panel 2 Device Management
E Server W Group
Organization Device for Management (0}
_ Add Device Modif Delete Remate C... || VCA Alloca Activate Refresh Al Filter
Add New Device Type Nickname = |IP Device Serial No Security Met Status HDD Statu
Online Device (3) Refresh Every 155
Addto Client Add All Madify Netinfo Reset Password Activate Filter
P Device Type Firmware Version ¥ Security Server Port | Starttime Ac
192168164 HAXOOOOKNKAX V.x xbuild xeoooo Inactive 8000 2015-03-20 16:13:47 M
Encoding device: 10.16.1.222 HXXO0000C-XX Vax.xbuild xeoomx Active 8000 2015-03-20 10:27:51 Nc
DVR/DVSINVRAPC/IPD/VMS-4200
PCNVR/IVIMS-4200 EncodeCard 192.0.0.64 JHX0COO- XXX Vx xbuild seoooo Active 8000 2015-03-20 07:53:43 Me .
server .

@) & @ e woion Detection Alarm

Figure 27 Device Management Interface

3. Check the device status from the device list, and select an inactive device.

Click theAdivate button to pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the

password.

- © Hikvision
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STRONGPASSWORIRECOMMENDEDWe highly recommend you
& create a strong passwordf your own choosing (using a minimwf 8
characters, including upper case letters, lower case letters, numbers, and
special characters) in order to increase the security of your proéodt
we recommend you reset your password regulaspeciallyin the high
security system, resettinghte password monthly or weekly can bette
protect your product.

=

User Mame: admin
Passwaord: Tl
Strong
Valid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm Mew Password: nnun|
Ok Cancel

Figure 28 Activation Interface

7. ClickOKbutton to start activation.
8. Click theModify Netinfo button to pop up the Network Parameter Modification
interface, as shown in the figure below.

Modify Network Parameter x

MAC Address: JOC-X0C- D000 XX Copy

Software Version: Vxexbuild s Copy

Device Serial Mo.: JOC-X000OO0OCOOCOOOOCOOOOGOOONOO0N Copy
DHCP

Port: 2000

~ IPv4(Enable)

IP address: 192.168.1.64

Subnet Mask: 255.255.255.0

Gateway: 192.168.1.1
IPvG(Disable)

Password:

OK Cancel

Figure 29 Modifying theNetwork Parameters

9. Change the device IP address to the same subnet with your computer by either
modifying the IP address manually or checking the checkbox of Enable DHCP.
10. Input the password to activate your IP address modification.

- © Hikvision
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2.2 Settingthe Network PTZCameraover the WAN

Purpose:
This section explains how to connect the netw®kZ camerso the WANwith a
static IP or a dynamic IP.

2.2.1 Static IP Connection

Before you start:

Please pply a static IP from arSP (Internet Service ProvideY)/ith the staticlP

addressyou can connect the networRTZ camera&ia a router or connect it to the

WAN directly.
Connecting the networkPTZ cameraia a router

Steps

1. Connect the networlPTZ camerto the router

2. Assign a LA address, the subnet mask and the gatevi@gfer toSection2.1.2
for detailedIP addressonfigurationof the PTZ camera

3. Save the static IP in the router.

4. Setport mapping E.g, 80, 8000and 554 portsThe steps for port mapping vary
depending on dferent routers. Please call the router manufacturer for assistance
with port mapping.

[Note
Refer to Appendix Br detailed information abouport mapping.

5. Visit the networkPTZ camerghrough a web browser othe client softwareover
the internet.

Network Network Network |
(bble N Gable C’:tble
;‘\ .
Seed Dome Router with Satic IP

Figure 210 Accessinghe PTZ Camerarough Router with Static IP

Connecting the networlPTZ cameravith static IP directly
You can alsosave the static Ifn the PTZ camerand directly connectit to the
internet without using a routerRefer b Section 2.1.2 for detailed IP address
configuration of thePTZ camera

- © Hikvision
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Network Network |-
Cable Cable \
Feed Dome .
f J
FC\I

Figure 211 Accessinghe PTZ Camenaith Static IFDirectly

2.2.2 Dynamic IP Connection

Before you start:
Please pply adynamic IP from an ISRVith the dynamic IP addresgpu can connect
the networkPTZ camertb a modem or a router.

Connecting the networkPTZ cameraia a router

Steps

1. Connect the networlPTZ camerto the router.

2. In the PTZ cameraassign a LAN IP addresise subnet mask and the gateway.
Refer toSection2.1.2for detailed LAN configuration.

3. In the router, set the PPPOE user name, password and confirm the password.

A\

For your privacy and to better protect yourssym against security risks, we
strongly recommend theseof strong passwords for all functions and network
devicesThe password should be something of your own choosing (using a
minimum of 8 characters, including upper case letters, lower case letters,
numbers and special characters) in order to increase the security of your product.
4. Setport mapping.E.g. 80, 800@nd 554 portsThe steps for port mapping vary
depending on different routers. Please call the router manufacturer for assistance
with port mapping.

5
nore
Refer to Appendix 2 fatetailed information abouport mapping.
Apply a domain name from a domain name provider.

Configure the DDNS settings in the setting interface of the router.
Visit thePTZ camersia the applied domain name.

No o

YA

Connectinghe network PTZ cameraia a modem

Purpose:
- © Hikvision
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ThisPTZ cameraupports the PPPoE auto digd function. ThePTZ cameragets a
public IP address by ADSL diplafter thePTZ camere connected to a modenY.ou
need to configure the PPPoE parameters of thiewoek PTZ cameraRefer toSection
7.3.3Configuring PPPOE Settjsfor detailed configuration.

,"‘\__\L
MNetwork MNetwork Internet . MNetwork
Cable R Cable \ - ,) Cable

' Madem F -
Computer —

Speed Dome

Figure 212 Accessingthe PTZ Cameraith Dynamic IP

[Note

The obtained IP address igymhmically assigned via PPPoOE, so the IP address

always changes after rebootirthe PTZ cameralo solve the inconvenience of
the dynamic IP, youeed toget a domain name from the DDNS providErg.
DynDns.com Please follow below steps for norm@ddman name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resolution

Domain Name
Resolution Server

Port Map
Metwork — = Network Internet ., Network
Cable \" Cable \ — J Cable
- I
Router with Dynamic IP CGmpu’EéF"'----

Speed Dome

Figure 213 Normal Domain Name Resolution

Steps:

1. Apply a domain name from a domain name provider.

2. Configure the DDNS settings in tB®NS Settingsterface of he networkPTZ
camera Refer to Section 7.3.4 Configuring DDNS Setting$or detailed
configuration.

3. Visit thePTZ camersia the applied domain name.

™~

E Private Domain Nae Resolution

- © Hikvision
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ﬂm‘H IP Server+ Static IP
|

PortMap Network Cable

|
Metwork ,__:,__ 'u.i’ MNetwork . Internet “ Metwork
Cable v Cable \_/_\___/' Cable

§ I
Router with Dynamic IP
Speed Dome Computer

Figure 214 Private Domain Name Resolution

Steps:

1. Install and run the IP Server software inanputerwith a static IP.

2. Access the networlPTZ camerdhrough the LANwith a web browser orthe
client software.

3. Enable DDNS and seldé&t Serveras the protocol type.Refer toSection7.3.4
Configuring DDNS Settinder detailed configuration

- © Hikvision
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Chapter 3Access tdhe Network PTZ

Camera

3.1 Accessing bWeb Browses

Steps:

1. Open theweb browser.

2. In the addressfield, input the IP address of the netwolRTZ camerae.g.
1921681.64and press thdnterkey to enter the login interface

3. Activate the speed dome fothe first time using, refer to the sectio2.1.2
Activating the Speed Dome

4. Select English as the interface language on therigipt of login interface.

5. Input the user name and passwband click Login

The admin user should configure the deviaccounts and user/operator
permissions properly. Delete the unnecessary accounts and user/operator
permissions.

— %

Noe]
The device IP address gets locked if the admin user pesf@rfailed password
attempts (5 attempts for the user/operator).

HIKVISION English

User Name

Password

Login

Figure 31 Login Interfae

6. Installthe plugin before viewing the live video amgperatingthe PTZ camera
Peasefollow the installation prompts to instathe plugin.
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Live View Playback Log Configuration &, admin | ¥ Logout
= | [ SubStream Main Stream |Webcomponents X «

Figure 32 Download and InstaPlug-in

F =

Message from webpage @

| Mew version of plug-in is detected, Update it?

| ok || cance |

Figure 33 Instal Plug-in (1)

@ Setup - Web Components

Click MNext to continue, or Cancel to exit Setup.

[ Next > l [ Cancel

Figure 34 InstallPlug-in (2)

- © Hikvision



User Manual oNetworkMini PTZ Camera 25

@ Setup - Web C onents = IERES

\ Setup has finished installing Web Compenents on your
N computer.

Click Finish to exit Setup.

Figure 35 InstallPlug-in (3)

=
[Note
You may have tolosethe web browser tanstall theplug-in. Please reopen the
web browser and log in again after installing the ping

3.2 Accessing bflient Software

The product CD contains tledient software.You canview the live video and manage
the PTZ camerwith the client software

Follow the insallation prompts to install the client software and WinPcaphe
configuration interfaceand live view interfacef client softwareare shownbelow.

view Tool Help % ivms-4200 admin @ 88 &% 145208 & - B x

Operation and Control
Wain View P32 Remote Playback E-map
Viewing live video, controlling PTZ el Searching the record files and \ﬂ Adding, modifying, deleting, and basic
functionality and sefting image Ml piayback = operations of E-map.

parameters,
Maintenance and Management
{ Device Management ﬂ_ Event Management — Record Schedule
The management of the devices and ; | Configuration of alarm, abnormal Lj) Configure the recording schedule and
dihe 1 ‘

groups: adding, deleti nd the | parameters and linkage aclions of the >~ related parameters.
configuration ofthe resources. Senvers.

M Account Management =] Log Search System Configuration
Jeh Adding, delefing users and assigning Search, view and backup local and Configure general parameters
@M e permissions remote lags 53

Figure 36 iVMS4200Control Panel
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m View Tool Help IVMS-4200 admin & ¥ &5

| Panel E mainview

View

Search P

L 1-screen
[ 4-screen
[ o-screen
& 15-Screen

+ B Custom View

Camera v

Search

Figure 37 iVMS4200Live View Interface

If you use third party VMS software, please tamt technical supporof our
branch for camera firmware.

For detailed information about client softwaref our company please refer to
the user manual of theoftware. This manual mainly introduces accessing to the
network PTZ camerhy web browser.

- © Hikvision
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Chapter 4Wi-Fi Settings

Purpose:
@ O02yySOUAYy3a G2 GKS gANBfSaa ySGig2N] 3z &2dz
network connection, which is very convenient for the actual surveillance application.

5=
) This chapter is only applicable for tR&dZ camerwith the buit-in WiFi
module.

4.1 Configuring W4Fi Connection in Manage and
Ad-hoc Modes

Before you start:
A wireless network must be configured.
Wireless Connection in Manage Mode
Steps:
1. Enter the WAFi configuration interface.
Configuration> Advanced Configuratiori¥etwork> WFi

5

Wireless List m
MNo. SSID Working Mode Security Mode Channel Signal Strength  Speed(Mbps)
1 belkina4g infrastructure MNONE 1 94 54 i
2 Roy Zhong infrastructure WPA2-personal 1 78 54
3 yourPC infrastructure WPA2-personal 11 kT 150
4 Micheal infrastructure WPA2-personal 6 k)| 150
5 APPLE infrastructure WPAZ2-personal 6 i 150 1

Figure 41 Wireless Network List

2. ClickSearcho search the online wireless connections.
3. Click to choose a wireless connection on the list.

Wi-Fi

331D Super

Metwork Mode @ Manage Ad-Hoc

Security Mode WPAZ-personal E
Encryption Type TKIP E
Key1 @

Figure 42 Wi-Fi SettingManage Mode

4. Check the checkbox to select thietwork modeasManage,and the Security
Bl © Hikvision
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mode of the network is automatically shown when you select the wireless
network, please dmot change it manually.

5=
‘ These parameters are exactly identical with thosg¢hefrouter.

5. Enter the key to connect the wireless network. The key should be that of the
wireless network connection you set on the router.
Wireless Connection in Aloc Mode
If youchoosethe A2 O Y2RSS> @2dz R2y Qi ySSR (2 0O2yy
via a router. The scenario is the same as you connect the camera and the PC
directly with a netwok cable.
Steps:
1. Choose AdHocas the Network Mde.

Wi-Fi

SSID camerab46Twifi

MNetwork Mode (7 Manager @ Ad-Hoc

Security Mode not-encrypted B2

Figure 43 Wi-Fi SettingAd-hoc
Customize a SSID for the camera.
Choose the Security Mode of the wireless connection.
Enable the wireless connection function for your PC.
On the PC side, search the network and gan see the SSID of the camera
you justconfiguredis inthe list.

aprwN

camerabd67wifi :"._
belkin4g o
Tenda_ 0406983 _|.'“
yourPC N
HenryHu N
APPLE Al
Peter_Ma L
Open Network and Sharing Center

Figure 44 Ad-hoc Connection Point
6. Choose the SSID and connect.
Security Mode Description:

not-encrypted -

WPA-personal
WPA-enterprise
WPAZ-personal
WPAZ-enterprise

Figure 45 Security Mode

- © Hikvision
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You canchoose the Security Mode as nemncrypted, WEP, WPRgersonal,
WPAenterprise, WPA2personal, and WPA@nterprise.

E WEPMode:
Wi-Fi
SSID belkinsdg
Network Mode @ Manager ) Ad-Hoc
Security Mode WEP E
Authentication @ Open Shared
Key Length @ 64bit 128bit
Key Type HEX © ASCIl
Key1 @
Key 2
Key 3
Key 4

Figure 46 WEP Mode

0 Authentication: Select Open or Shared Key System Authentication,
depending on the method used by your access point. Not all access
points have this option, in whicbhase they probably use Open t&ys,
which is sometimes known as SSID Authentication.

0 Key length- This sets the length of the key used for the wireless
encryption, 64 or 128 bit. The encryption key length can sometimes be
shown as 4064 and 104/128.

0 Key type- The key types available depetion the access point being used.
The following options are available:

HEX- Allows you to manually enter the hex key.
ASCIt In this method the string must be exactly 5 characters foibd4
WEP and 13 characters for 1B& WEP.

E WPApersonal and WPADersonal Mode:

Enter the required Prshared Key for the access point, which can be a
hexadecimal number or a passphrase.

Wi-Fi

SSID belkina4g

Metwork Mode @ Manager ) Ad-Hoc

Security Mode WPA-personal E
Encryption Type TKIP E
Key 1 @

Figure 47 Security ModeWPApersonal
E WPA enterprise and WPAZnterprise Mode:

Choose the type of client/server authentication beingedisby the access
Bl © Hikvision
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point; EAPTLSEAPPEARI EAPTTLS

EARTLS
Figure 48 EAPTLS

0 Identity / User Name Enter the user ID to present to the network.

0 Private key password Password¢ Enter the password for your user ID.

U EAPOL versionSelect the version used (1 ori)your access point.

U CA Certificates Upload a CA certificate to present to the access point for
authentication.

EARPEAP:

U User Name Enter the user name to present to the network

U Password Enter the password of the network

U PEAP VersionSelect the PEP version used at the access point.

U Label- Select the label used by the access point.

U EAPOlversion- Select version (1 or 2) depending on the version used at
the access point

U CA Certificates Upload a CA certificate to present to the access point for
authentication

EARTTLS

U User Name Enter the user ID to present to the network.

U Password; Enter the password for your user ID.

U Inner authentication ¢ Select the authentication mode aPAP or
MSCHAPV2

U EAPOIlversion- Select version (1 or 2) depending the version used at
the access point

U CA Certificates Upload a CA certificate to present to the access point for

authentication

For your privacy and to better protect your system against security risks,
we strongly recommend tlhiseof strong password®r all functions and
network deviceslhe password should be something of your own choosing

B © Hikvision























































































































































































































































































